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11 Defining Baseline Risks

Module

Defining Baseline Risks through
Consequence, Vulnerabilty, and
Threat Likelihood Analyses
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1.2Learning Objectives

Learning Objectives

 Name the types of consequences that should
be considered

 Recall methods to estimate vulnerability

 Discuss the differences between estimating
threat likelinood for various threat / hazard
types

¥ Conductan camplebaselne risk alcaton |

particpants willbeableto

«Name thetypesof consequences thatshouldbe considered

«Recall methods o estimate uinerabiity

«Conductan example baselneiskcalcuation
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1.3 Consequence Analysis

Consequence Analysis
==

To doth

the Conseauence Analysistepanddiscuss:
The cost companentsthat Consequence scomprisedof

«Sourcesof onsequence data,and

«Suggestionson how o seectpractca costestimatingmethods
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1.4Components of Consequence

Components of Consequence

+ Fatltes

+ Serius njris

+ Finanl s to utity
e s

+ Regonal sconomic impact I A
Notes

Consequenceiscomrisedoffour major cost components:

<Fatlties
«seriousinjuies
«Financialoss outity

«Regionaleconomicimpact

«Demolion anddisposal

«Repairandreplacement

equiment
«Legallabiies

«Environmentsiremediation

Nowlets ake acoser fookat a few of hese costcomponens
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15 Sourcesof Consequence Costs

Sources of Con

WML, T
i
o, S corerc s

A

203
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1.6 Fatalties and Serious njures

Fatalities and Serious Injuries

+ Express these consequences two ways
~ Numbers ofimpacted ndividals
~ Valueof a tatisicl e (574 M i 2006 )
+ Always report the results both ways.
~ Use dotlarvlues o cauate inancl consequence.
~ Use umbers ofimpactd indiidoals 0 mphasize
e human impacts

- A

Notes:

injores, we actuallyexpress these consequences intwo ways:

«Numbersof mpactedindiiduals,and

epnnas
ndicated thatthe valu o a satsticl e s §7.4M 2008 5.
Anvaysreporttheseesulstwoways
hese serioushumanimpacts
Conyrht 2019 Amercan Wate Works Asacaton
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1.8 Pracialost EstimatingMethods
Practical Cost Estimating Methods
e
o,
A ==
Notes
e
iy
high, medium, andiow o
a

Figure 4.1
of tand.Off Distance and Net Explosve Weight

. Inch,asa Function
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L10 Wnerabilty Analysis

Vulnerability Analysis
==

«Some considerations thatgointo estimatingwinerabilty and

Some vulnerabiltyestimatingmethods
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1.7 ReglonalEconomicimpact

Regional Economic Impact

+ egonal economic impact esuting rom
+ Impaced sectors

+ panple
55 M neatuempac o e ot cenor A
Notes:
“ripple effect”
threats
1sales tourism, hotels,res e For examplein 2017,
there was The

billonsof doliars.
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impact
couldbe

1.9 Activiy (Mutiple Choice, 10 points, 3 attemptspermitted)

Activity

Which ofte following are components of consequences

—

Remora ofdamagedstrucures

[ —

Temporsy pumpingequpment

Lo of bt and conteencece covense

B ot thesbore

Feedbackwhen correct:

Thatsight You slected the correctresponse.

Noes:

) Corrce Alofthsbovets tramos corectsnswer
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111 WinerabiltyDefintons

Vulnerability Definitions

+ Malevolent events
~ stimae of th kefhood that an acversary il be.
successl ncxcuting 3 specifc atack mode o an
aset, g tht th stack ccurs
+ Natural, dependency, and proximity hazards
~ stimate of the kelhood tht,ghen the hazard
occurs the estmated consequences il result

- A

Notes:

dependency and proximity hazards.
ForMalevolenteventsihe defitons:

asset, iven that the attackoccurs
Fornatural dependency,and proximity hazards he defniionis:

Anestimate.
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112 Winerabiity Considerations rom G430

Vulnerability Considera

+ Access control and intrusion detection
= Contol physical access o crtia asets
~ Control personnel access auhorizatins and
metnod
~ Mantin 3 means of detecting nd assessing

water ity When utiftes

measuresinclude such hings 35

These

elecronicaccess control systems,and key control programs

Allof these messures wouldtend toreduce vinerabily

Copyight 2019 American Water Works Asociaton

Publshedby Aricuate® Soryine i arculate com

113 Wierabilty Considerations

Vulnerability Considerations
[ ———
vt

g codedesgn sandards
and year constructed

+ Countermessures and
mitgaton meres
through Envronmental
Design (C#TED)

pai:

«For example,
stuctural propertiesof the building,walk,doors, windows, et

tructures bultafter 1992 are more resistant to winddamage

showsa
wwlnerabiltyof thisbuilingtovehicularattack.

 pptside3)
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116 Winerabilty Considerations

Vulnerability Considerations

+ Weaknesses in |
protection systems
* Interdependencies,
process flow, and
operational practices
* policies and procedures
+ Personnel behavior and
interactions

them, 50 understandingactual persomnel behaviorsisimportant
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L15 Winerabilty Estimation Methods

Vulnerability Estimation Me
 Malevolent theats
- vt ees
Zpatnanas
~ Vlnrstity o ngams
et exer sctaton (professions judgme)
o et

“Eventirees
“pathanalyss

*Vulnerabily logicdiagrams

«Direct expertelctation professionaludgment)
“Hybridmethods
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116 SecurityConcepts

or Defeating an Atta

security princples o deter detect delay andrespond:

These

«Deer
Include warningsigns,lights, scurity patrol,ec.

andwinesses

personnelandlaw enforcement
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117 EventTrees

Event Tre =

Notes:

attack

0 this case there s 3 6% probabiltyofsuccess
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118 PathAnalysis

Path Analysis

o A
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120 Hybridof vent Tree

s side
because twon'llfitn the page.
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1.2 storm SurgeModeling

Storm Surge Modeling

*+ Sea, Lake and Overland P
Surges from Hurricanes T
(stosH) =

+ 5L0SH modeling and

the utilzation of GIS to
support hurricane.
preparedness

z

Improvement,NC AWWA WEAAnnu3l Conference,Nov2016,
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L19 inerabilty LogicDiagrams

L
Logic Diagrams

countermessures, and completeanattack.
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121 Winerabilty Estimation Methods

Vulnerability Estimation Methods

+ Natural hazards
~ Location elatie t the hazard
~ Buiding codes
~ Historcanformaton
~ exiting mitgaton measures
= Modelng

- A

Notes:

Theseinclude
such things a5

or seismicaciviy

And varioustypes ofmodeling
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123 Historcalinformation

Historical Information

« Historical observations and records

s
100-ear
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126 Actiiy (Muliple Choie, 10 points, 3 attempts permitted)

Activity

ot s et o

Coret croke

Assecricatty ndropai s

Ounrsnancallos andregonl conarscimpict.

[r—

Feedbackwhen correct
Thatsight You selected the correctrespons.

Feedbackwhen incorrect:

wouldbe usefulinestimatingvuinerabity

Cormectanswer:a

estimatingConsequences
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125 Threat ikefinood Analyss

Threat Likelihood Analysis

proximity hazards
«Some threat Likeihaod Estimation Methods,and

«Some sources o threatlikelihood data
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126 Threat keliood

reat Likelit

A

natureof the threst or hazar

For Malevolentthrests,you canuse
+The Proxy Method -which we talk abouton the nextside:

ighiy liely
Or Bestestimates- which s basicaly professonal judgment
For Naturalhazards you can use

«istorcaldata returnperiods), and
«Federalagencyrecords

For Dependency  proximityhazards,youcan use
«istoricarecords

«Information gathered oninterdependencies

«ldenticationof hazards withinproximity of utity erticl assets
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127 ProxyMethod

Proxy Method
* Method for estimating th threat ikelinood of
terrorstrelated events
 Calculted based upon the following inputs:

- A

Notes:

the Proxy Methoiscakulated using these 6 inputs:

«First whatisthe current kelinoodof  terrorist eventinthe U . thisyear

asset. Forexample,

thisspecifictiy
4
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1.28 Sourcesfor Natural Hazard Data

Sources for Natural Hazard Dat:

* Local Hazard Mitigation Plans
+ USGS selsmic data.
+ NOAA weather data for hurricanes, tornados,
ice storms, droughts.
+ FEMA Flood Insurance Rate Maps (FIRM) for
data

Hydrologic studies

A
Notes
various loca and federalagencies. Fo examle:
community.
s, storms,and drough

Intrusion,andsea level elevations
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129 ctvty

(Multipl Choice 10pints, 3 attemptspermitted)

Activity

5 fevamass

< vokd

coomate

Thats ! You st hcorrc respane,
Feadbackwhanincorect:
Vou notseectthecrectresponse, lsscevien thelst s

sl estimatng esroauakeeatelhood?

inorrc. Gotha b ncorretoscaoses] & et
2 Iorrct Batha i corectoecausabotha ndcl rencorrect
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1.3 Risk and Resillence Analyss

Risk and Resilience Analysis

- A

Notes:

q
baselineiskandresilience. Inthe nextfewsides we wil discuss:

The isk equation
«Some example calcuations, and

Copyight 2019 American Water Works Asociaton

Publshedby Aricuate® Soryine i arculate com

31

1.32 Example Risk Caleulaton

Example Risk Calculation

+ An nsdorsabotages the ke pumps caing
Signfcant damage
= A s dr 5 doys 25 MGD,whih i
53000001kt v

A

oflostrevenue
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1.3¢ Example Risk Calculaton

Example Risk Calculation

+ Vunerabiity
Ao mesues n plc o dtect ard prever msier

+ Thvest Uketvond
B e ——

A

Threat Ukelinood.

modue.

example,weassumea valueof 1x104
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peryear

131 Risk and Resillence Analyss

+ Baslineris s calclated for each TA pir
+ Consequencesca range rom <51 10351008
+ nerabilty anges fom 010 1.0

« Theat Ukelihood ranges from 1010 10

A
Notes
wers Threat kel and
numbersas mallas 10
Conpight 2019 American WterWorks Aszdtin
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133 Example sk Cacultion
Example Risk Calculation
Notes
injuries, egallabiltes,orenvironmentaremeditin.
i Thetota

consequence i roundedto approximately 21,
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135 Example Baselne Risks

Example Baseline Risks

« e compr tentos A
Notes:
naturalhazarcs,
Ukelhood calculations
andTrorsoto

S0, 14
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136 Risk and Resllence Analysis Tools

Risk and Resilience Analy

s

e coons

Here aresome of your chaies and there may beathers.

Thefirtis PARRE

herchoiceis VSAThich

Both of th

But._if they use the

coursepartiipants rsearchavaiableoptions.

Copyight 2019 American Water Works Asociaton

Publshedby Aricuate® Soryine i arculate com

137 Activiy (Muliple Choie, 10 points, 3 attempts permitted)

Activity

Feedbackwhen correct:
tern andifical
Feedbackwhen incorect:
Youdid notselecthe correct response. lease reviewslide 3.
Notes:
conectanswer:b
s incorrect afinal
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138 Resilence

Resilience

« Restienc i the abilty to witstand an unwaried
e whlle maintaining sevice o rat s ot

e
= ssosavrl iy resence b vt peatns

- A

Notes:

possibl,torestoresenice very quickly’

Threat assetp:
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139 Threot Asset Pair Resilence

Threat-Asset Pair Resilience

+ Threat Asset pair resilience equation

Re=D*S*V*T

Lkeinood.

(oweris better), Durati
days, Service Denial = amount of service denied in gallon per day,and Vulnerabity and Theat Uikelvood are
the same terms fromthe Riskequation.

procedures.
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140 Uty Resifencelndex

Utility Resilience Index

+ Two categories of URI indicator criteria
— Operatona Indicators~ rflect th tactca apacty
ofthe ity o rectand respond 10 cperationt
diropions

— Finandal Inicators - reflectth iscal capacy ofthe
ity 0 react and respond o fnancial impacs

categoriesof ndicators.

Incidents thathave the potentalto disruptservices,and.

that have the potentialto disruptrevenue andimpact costs.
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141 URlindicators.

URI Indicators

These are the URI Operationaland FinancilRiskindicators

Operational iskIndicators incudesuchthingsas:
#Does the utilty havean Emergency Response lan (ERP)
+Dothey use the National IncidentManagementSystem
«Have hey entered into Mutualadagreements

D0they have Emergency powerfor cricaloperations

Dothey maintaina bench stockofciical parts and equipment
«Howresilentarether critcal staff

Financial Risk ndicaors incude such thingss:

D theyhavea BusinessContinuityPlan

Whatis the Ulity's Bond Rating

Have hey donea GASB 34 Assessment

Whatis the Median Household Income o thecommunity

Whatis theunemploymentrate nthe communiy.
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142 URI Cateuloton Sheet

n =)

the sorein thatarea, andincrease the overall Ul score.
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Comet Choice

x True
False
Feedbackwhen correct:

impact thatwould be consdered duringa 100 iskassessment.
Feedbackwhen incorrect

You id notselec th corecrespanse.

Notes:

Comectanswer:a

considered duringa 100 iskassessment.

Fabeis incor

ect.
considered duringa 100 iskassessment.
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his concudes Mol 3nwhi s

+ The types of consequences tha shouldbe consiered

- Methods used o estmate valnerabiy

- The ierences between estmting hrst Hieihood
forvarious theat/ hazardtypes

+ A how 10 conductanexsmple bseln ik
alction
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Knowledge €

ck

Coret ke

prevos crprjecs

X -

Prevous eplies

[T —————

Feedbackwhen correct:

Feedbackwhen incorrect:
You did notslect the correctresponse.
Notes:

Corectanswer:b

a)incorrect
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Knowledge Check

5 Operstonsindicator socnssackuppawer

[T —

soman
Feedbackwhen correct:

Thats ight!You elected the correcresporse.
Feedback when incorrect:

You did notselect the correcresponse.

Notes:

Corrctanswerie

incorrct-Batha . bis ncorrect, because] wouldotbconsideredn UR
) Corrct Botna s themastorrctanswer
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