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Course 3 - Risk and Resilience Management – Module 3

The materials developed and produced by AWWA may not be reproducedor  

transmitted in anyform or by any means, electronic or mechanical, other than for

the purpose of delivering this training to AWWA customers, unless copyright  

permission has been granted by AWWA Education Services.
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1.1 Defining Baseline Risks

Notes:

This is Module 3, DefiningBaseline Risks through Consequence,Vulnerability,andThreat LikelihoodAnalyses
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1.2 Learning Objectives

Notes:

These are the learningobjectives for this module. After successfully completingthismodule,course  
participants will be able to:

Name the types of consequencesthat should be considered

Recall methods to estimatevulnerability

Discuss the differencesbetweenestimatingthreatlikelihood forvariousthreat / hazard types

Conduct an example baseline riskcalculation
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1.3 ConsequenceAnalysis

Notes:

In this Module, we want to illustrate how to conduct baseline risk calculations using the J100 risk equation of  
Risk = Consequence x Vulnerability x Threat Likelihood. To do this, we first must discuss how to develop  
and/or obtain valuesfor Consequence, Vulnerability, and Threat Likelihood. Let’s start with a detailed look at  
the Consequence Analysisstep and discuss:

The cost componentsthat Consequence iscomprised of

Sources of consequence data,and

Suggestionson how to select practical cost estimatingmethods
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1.4 Components ofConsequence

Notes:

Consequence iscomprised of four major cost components:

Fatalities

Serious injuries

Financial loss to utility

Regional economicimpact

Note that there are many sub-componentsof utility's financial impact,includingthings like:

Demolition anddisposal

Repair and replacement

 Interimand final recovery- for example duringinterimrecovery,you may need to rent temporary  
equipment

 Legal liabilities

Environmental remediation

 Loss of revenue when you can’t bill yourcustomers for days when you weren’t providingthemwater

Now let’s take a closer look at a few of these cost components

Copyright 2019 American Water WorksAssociation

Published by Articulate® Storylinewww.articulate.com

Copyright 2019 American Water Works Association

1.5 Sources of ConsequenceCosts

Notes:

Here are some example sources for consequence costs. The best source of costs for any repair or replacement  
activity is always historical costs from recent similarprojects. Of course you can always create new cost  
estimates using unit prices and cost estimating resources such as R.S. Means, but this takes a lot of time and  
effort and cost estimates that degree of accuracy are not really needed. To estimate loss of revenue you need  
estimates of the number of impacted customers, the duration of service denial, and the billing rates. To  
estimate regional economic impacts, you can use economicmodels or parametric estimates such as “2 to 3  
orders of magnitude higherthan the owners loss.” To estimate fatalities and serious injuries, you need an  
estimate of the impacted individualsand the severity of the impacts.
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1.6 Fatalities and Serious Injuries

Notes:

We discussedin Module 1, that consequence is expressed indollars. When it comes to fatalities and serious  
injuries,we actuallyexpressthese consequences in two ways:

Numbersof impacted individuals,and

Then in terms of dollars,by usingthe number of impacted individualsx the value of a statistical life. EPA has  
indicated that the value of a statistical life is $7.4 M in 2006 $.

The value of a statistical serious injury is considered to be 25% of the value of a statistical life.  

Alwaysreport these results two ways:

We have to use dollarvalues to calculate financial consequence and conduct cost/benefitanalyses,but

We always use numbersof impactedindividuals toemphasize tragic human impacts - neverlose sight of  
these serioushuman impacts

The new J100 references this website for value of a statistical life ($7.4M in 2006$):  

https://www.epa.gov/environmental-economics/mortality-risk-valuation#whatvalue
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1.7 Regional EconomicImpact

Notes:

Regional economic impact can be one of the largest components of consequence. This component estimates  
the community or region’s indirectlosses from reducedeconomic activity; this is sometimes referred toas the  
“ripple effect.” This can resultfrom water disruptionsor water quality issues,or they could simply resultfrom  
threats or negative mediathat lead to loss of publicconfidence. Some examples of regional economic impact  
include business losses in manufacturing, retail sales, tourism, hotels, restaurants, etc. For example in 2017,  
there was a 3-day water incident in a small college town during a high-profile basketball tournament. The  
game had to be postponed and relocated to another city. This incident had an estimated $5M negative  impact 
on the local economy. For a large utility, the regional economicimpact of an extended watercrisis  could be 
billionsof dollars.
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1.8 Practical Cost EstimatingMethods

Notes:

There is a lot of cost estimating required to conduct a J100 assessment. In order to minimize costs and level of  
effort, it is important to make practical decisions about cost estimating methods.This is a practical example of  
how to estimate the potential consequences of a bomb blast. You can use the nomogram in the upper left,  
which was obtained from a FEMA document, to estimate the overpressure at various radii from the blast  
center. Then use the table in the upperright to estimate the structural damage, fatalities, and serious injuries  
caused by various overpressure conditions. Then you can draw isobars on the aerial photograph that illustrate  
zones of high, medium, and low damage. Finally, you can use the aerial photography to estimate the number  
of structures and individuals in each zone. As an alternative, you could hire a demolition modeling expert to  
develop a sophisticated blast model and run computer simulations. This would probably generate slightly  
more accurate data, but it would cost thousands of dollars for a single calibrated model on one location, and  
during a J100 assessment you may need to do this calculation for 20 or 30 assets. The method we just showed  
you can be done in less than an hour and generally provides data of sufficientaccuracy for a J100 assessment.

Graphic source: FEMA 426, Figure 4-10, Incident Overpressure Measured in Pounds Per Sq. Inch, as a Function  
of Stand-Off Distance and Net ExplosiveWeight

The aerial photo is a random photo from a large city using Google Earth. It isnot a water system asset.
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1.9 Activity (Multiple Choice, 10 points, 3 attemptspermitted)

Correct Choice

Removal of damagedstructures

Environmental cleanupcosts

Temporary pumpingequipment

Loss of hotel and conferencecenter revenue

X All of theabove
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Feedback when correct:

That's right! You selected the correct response.

Feedback when incorrect: You did not select the correct response.Please reviewslide 5.

Notes:

Now let’s check your understandingof Consequencecosts. In this activity, select thecomponents of consequencethat shouldbe  
considered.

a) Incorrect- Removal of damagedstructures is oneof thecorrect answers, bute) is themost correctanswer
b) Incorrect- Environmentalcleanupcosts is oneof thecorrect answers, bute) is themost correctanswer
c) Incorrect- Temporarypumpingequipmentis oneof thecorrect answers, bute) is themost correctanswer
d) Incorrect- Loss of hotel and conferencecenter revenueis oneof thecorrect answers, bute) is themost correctanswer
e) Correct - All of theaboveis themost correct answer
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1.10 Vulnerability Analysis

Notes:

Now let’s take a detailed lookat the Vulnerability Analysisstep of J100 and discuss:

How the definition of vulnerability varies formalevolentthreatsversus natural hazards

Some considerationsthat go into estimatingvulnerability, and

Some vulnerability estimatingmethods
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1.11 Vulnerability Definitions

Notes:

The definition of vulnerability variesdependingonwhetherwe are discussingmalevolenteventsvs natural,  
dependency,and proximityhazards.

For Malevolenteventsthe definition is:

An estimate of the likelihood thatan adversarywill be successful in executing a specificattack mode on an  
asset, given that the attackoccurs

For natural,dependency,and proximityhazardsthe definition is:

An estimate of the likelihood that,given the hazard occurs, the estimated consequenceswill result
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1.12 Vulnerability Considerations fromG430

Notes:

As was discussed in Course 2, the G430 Standard on Security provides guidelines forenhancing security for a  
water utility. When utilities implement measures recommended by G430, these can generally reduce the  
vulnerability of critical assets to malevolent threats and natural hazards. For example, Section 4.6 in G430  
providesrecommendationsregarding Access Control and Intrusion Detection for selected critical assets. These  
measuresinclude such things as:

Controllingphysical access to critical assets with fences, barriers,and locked gates, hatches, and doors

Controllingpersonnel, visitor,and vendoraccess with background checks, policies and procedures,badging,  
electronicaccess control systems,and key control programs

And maintaininga means of detecting and assessingintrusionwith intrusionsdetection systemsand  
surveillance

All of these measureswould tend to reduce vulnerability.

Published by Articulate® Storylinewww.articulate.com

Copyright 2019 American Water Works Association

1.13 Vulnerability Considerations

Notes:

There are a numberof things that should be considered whenestimatingthe vulnerability of a threat-asset  
pair:

For example, if you are evaluatingthe vulnerability of abuilding to high winds,you should considerthe  
structural propertiesof the building, walls,doors,windows,etc.

You should also considerthe buildingcode designstandards and year constructed -

For example,afterhurricane Andrew hit southern FL in 1992, they changed the buildingcodes, so  
structures built after 1992 are more resistant to wind damage

You also need to considerany existing countermeasures and mitigation measures. The photo on this slide  
shows a CPTED technique of using large, heavy planters to create set back distance and reduce the  
vulnerabilityof thisbuildingto vehicularattack.
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(Picture source: Ketchum, “Trends in Water Security. FosteringCritical Infrastructure Resiliency”,pptslide 23)
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1.14 Vulnerability Considerations

Notes:

Other things that you should consider when estimatingvulnerability include:

Weaknesses in protection systemsand Interdependenciesthatcould increase vulnerability

Also Policies and procedurescan potentially reduce vulnerabilities,butonly if employees actually follow  
them, so understandingactual personnel behaviors is important

Photo source: Perry Gayle, J100 on a Budget: Maximizing the Benefits Derived from a J100 RAMCAP Risk  
Assessment while Managing Costs, AWWA Water Infrastructure Conference, Oct 2015 (AECOM photo)
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1.15 Vulnerability EstimationMethods

Notes:

There are a numberof methods of estimating vulnerability for a threat-asset pair. And the methods are  
generally differentformalevolent threatsthan for natural hazards. Let’s firstlook at some of the methods  
that can be used to estimate vulnerabilityto malevolentthreats. These include such things as:

Event trees

Path analysis

Vulnerability logicdiagrams

Direct expertelicitation (professional judgment)

Hybrid methods
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1.16 SecurityConcepts

Notes:

Before we get into discussingmethods for estimatingvulnerability formalevolentthreats, let’s review the  
security principlesof deter,detect, delay,and respond:

Deter features are things you do to discourage an attack or make the adversary chose another target. These  
include warning signs,lights, security patrols,etc.

Detect features are things that alert you that an attack is occurring such as sensors, surveillance cameras,  
and witnesses

Delay featuresare thingsthat slow the adversary down and increase the time it takes for the adversary to  
complete the attack. These include fences, barriers,hardened doors,and ideally multiple layersof delay.

Respond features are things you do to stop the attack and these may include communications, utility  
personnel, andlaw enforcement

Published by Articulate® Storylinewww.articulate.com

Copyright 2019 American Water Works Association

1.17 Event Trees

Notes:

This is an example of an event tree for estimatingthe vulnerabilityof a critical asset to a particular malevolent  
attack:

Event trees map the sequence of events between the initiation of the attack and the terminal event  

Each “branch” representsthe likelihood of successor failure at that junction

The sum of the probabilitiesof all branches on which the attack succeeds is the vulnerabilityestimate

In this case, there is a 69% probabilityof success.
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1.18 PathAnalysis

Notes:

Path analysis is a method of comparing the attack timeline to the detection and response timeline. It also  
considers the layers of delay that can slow the attack. This provides an estimate of whetherthe combination  
of detection, delay,and response interruptsthe adversary before the attack can be completed.
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1.19 Vulnerability LogicDiagrams

Notes:

This is an example of a Vulnerability Logic Diagram. It is similarto other logic diagramsor logical flow charts.  
In this case it is mapping the logical flow of how an adversary could access a protected facility, defeat the  
countermeasures, and completean attack.
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1.20 Hybrid of Event Tree

Notes:

This is a hybrid method that can be used when estimating the vulnerability of amalevolent attack on a critical
asset. It is a hybrid of an event tree and a path analysis. The event tree portion helps calculate the probability
of success, while the path analysisportion helpsestablish the timeline of the attack and the response.

Don’t be confused by the odd shape of the event tree on this slide. Only a portion of the event tree is shown,
because it won’t all fit on the page.
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1.21 Vulnerability EstimationMethods

Notes:

Now let’s look at some methods of estimatingvulnerabilityof critical assets to Natural Hazards. These include  
such things as:

 Location relative to the hazard, for example beingin a 100-year floodplane

Buildingcodes that were in place whenstructures were built that may have required resistance to hurricanes  
or seismicactivity

Historical informationabout the locationand magnitude of previousnatural hazardevents

Existingmitigation measuresthat may have been implemented followingpreviousevents

And various types ofmodeling
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1.22 Storm SurgeModeling

Notes:

Here is an example of a method for estimatingvulnerabilityof an asset to hurricane storm surge. It uses a  
SLOSH model to estimate storm surge elevations forvarious hurricane categories. Then the upper chart  
shows the first floorelevations of various critical assets. Using the combination of these two information  
sources, you can predict which assetsmay flood based upon the expectedhurricane intensity.

Source: Ken Jordan and Perry Gayle, Achieving Operational Resilience ThroughAssessmentand Continuous  
Improvement,NC AWWA-WEA Annual Conference,Nov2016
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1.23 Historical Information

Notes:

Anotherless complicated method for estimatingvulnerability tonatural hazards is historical observation. This  
is an example of flash flooding caused by Hurricane Matthew in 2016. These assets are not in the 100-year  
floodzone of a river, rather this is inland flash floodingcausedby 11 inchesof rainfall in just a few hours.

Photo source: Ken Jordan and Perry Gayle, Achieving Operational Resilience ThroughAssessmentand  
Continuous Improvement,NC AWWA-WEA Annual Conference,Nov2016
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1.24 Activity (Multiple Choice, 10 points, 3 attempts permitted)

Correct Choice

X Event trees and buildingcodes

Asset criticality and repair costs

Owners financialloss andregionaleconomicimpact

Noneof theabove
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Feedback when correct:

That's right! You selected the correct response.

Feedback when incorrect:

You did not select the correct response. Please reference slides13 and 15.

Notes: Now let’s test you knowledge of vulnerability estimating. In thisactivity, select which of the following  

wouldbe useful in estimatingvulnerability.

Correct answer: a

a)Correct - Event treesand buildingcodeswould be useful in estimatingvulnerability
b)Incorrect - Asset criticality would be useful in selecting critical assets and repair costs would be useful in  
estimatingConsequences
c) Incorrect - Owners financial loss and regional economic impact would be useful in estimatingConsequences
d) Incorrect - None of the above is incorrect because answer a) is correct
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1.25 Threat Likelihood Analysis

Notes:

Now let’s take a detailed look at the Threat Likelihood step of J100 and discuss:

The differences between calculatingThreatLikelihood formalevolent threats vs natural,dependency, and  
proximityhazards

Some threat Likelihood Estimation Methods,and

Some sources of threat likelihood data
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1.26 Threat Likelihood

Notes:

There are a numberof methods for estimatingthreat likelihood,and the methodsdifferdepending on the  
nature of the threat or hazard:

For Malevolent threats, you can use

The Proxy Method - which we talk about on the nextslide

Condition ProbabilityAssignmentMethod - which is basicallyassigninga probabilityof 1.0 to an event that is  
highly likely

Or Best estimates- which is basicallyprofessional judgment  

For Natural hazards, you can use

Historical data (return periods),and

Federal agencyrecords

For Dependency / proximityhazards, you can use

Historical records

 Information gathered on interdependencies

 Identification of hazardswithin proximityof utility critical assets
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1.27 ProxyMethod

Notes:

Let’s take a look at the proxy methodfor estimatingthe threat likelihood of terrorist-related threats. Basically,  
the ProxyMethod iscalculated using these 6 inputs:

First, what is the current likelihood of a terrorist event in the U.S. this year

Next, what is the likelihood thatit is going to happen in this particular metropolitanregion

Then, what is the likelihood of the target being somethingof similarattractivenessto a critical water systems  
asset. This step categorizes assets using the RAND/RMS target groups. For example, Water Treatment Plants  
and major pump stations are considered similarto industrial facilities, oil and gas processing facilities, ports,  
etc.

Next, what is the likelihood of the adversaryattacking this specificutility in this specificregion

Then, what is the likelihood of the adversary attacking this particular asset at this utility.

 Lastly, you adjust for the likelihood of pre-attackdetection and interdiction based on the hazardtype

If you multiply all these probabilities togetheryou get an estimate of an attack on the specificcritical asset at  
this specificutility.

4 of these componentsare lookupvaluesand the other 2 require calculations.
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1.28 Sources for Natural HazardData

Notes:

To estimate the threat likelihood of mostnatural hazards,you can draw upon information andmodels from  
various local and federal agencies. For example:

You can obtain the local Hazard Mitigation Plan from the local Emergency Planning Office or sometimes you  
can find these online. These contain good information about natural hazards that are relevant to the  
community.

You can obtain earthquake frequencyand intensitydata from USGS

NOAA maintains data forhurricanes, tornados, ice storms,and droughts

You can use FEMA Flood Insurance Rate Maps (FIRM) for flood zone information

And you can use various hydrologicstudies to estimate changes in hydrologicpatterns, such as salt water  
intrusion,and sea level elevations
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1.29 Activity

(Multiple Choice, 10 points, 3 attempts permitted)

Correct Choice

a. FEMAmaps

X b. USGSdata

c. NOAAdata

d. Both a &b

e. Both a &c
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Feedback whencorrect:

That's right! You selected thecorrect response.

Feedback whenincorrect:

You did not select thecorrect response. Pleasereview thelast slide.

Notes:

Now let’s check your understandingof whereto obtain threatlikelihood data. In this activity, whichof thechoices would bemost  
useful inestimating earthquakethreatlikelihood?

Correct answer:b

a) Incorrect- FEMAmaps wouldbemost helpful inestimating floodhazardfrequency
b) Correct - USGS data wouldbemost useful in estimatingearthquakethreatlikelihood
c) Incorrect- NOAAdata wouldbemost useful inestimating weather relatedevents likehurricanes
d) Incorrect- Both a & b is incorrectbecausea) is incorrect
e) Incorrect- Both a & c is incorrectbecausebotha) and c) areincorrect
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1.30 Risk and ResilienceAnalysis

Notes:

Now that we have discussed how to calculate or obtain estimates of consequence, vulnerability, and threat  
likelihood, we are ready to talk about the Risk and Resilience Analysisstep of J100. This is where you calculate  
baseline riskand resilience. In the next few slides we will discuss:

The risk equation

Some example calculations,and

Some tools that are available to help conduct large numbers of calculationsmore efficiently
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1.31 Risk and ResilienceAnalysis

Notes:

Let’s review the risk equation. Risk = Consequence x Vulnerability x Threat Likelihood. During Risk and  
Resilience Analysis, you calculate the baseline risk for each threat-asset pair. As you have seen in previous  
slides, the value of consequence can vary widely. If the scenarioresults in lost lives and significantregional  
economic impacts, the consequence can be in the billions of dollars. Vulnerability ranges from zero (not  
vulnerable at all) to 1.0 (completely vulnerable). Threat Likelihood ranges from 1.0 (certain to happen) to  
numbers as small as 10-10

Published by Articulate® Storylinewww.articulate.com

Copyright 2019 American Water Works Association

1.32 Example RiskCalculation

Notes:

Now let’s look at an example riskcalculation for insidersabotage against a critical pump. This is the scenario:

An insidersabotagesthe raw water intake pumps causing significantdamage

Not all pumps are damaged,but treatmentcapacity is temporarilyreduced

Assume service denial is 5 days at 25 MGD, which results in $200,000 of lost revenue

Assume repair cost is $1M and the regional economicimpact is$20M
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1.33 Example RiskCalculation

Notes:

This table shows how we sum up the total consequence costs. As you can see, there are no fatalities, serious  
injuries, legal liabilities,orenvironmental remediation.

We add togetherrepair and replacement costs, loss of revenue, and regional economic impact. The total  
consequence is rounded to approximately$21 M.
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1.34 Example RiskCalculation

Notes:

Now we need estimates of Vulnerability and Threat Likelihood. So we assess the measures in place to detect
and prevent sabotage and estimate the Vulnerability is 0.9 using one of the methods discussed earlier in this
module.

We estimate threat likelihood by consideringprevious incidentsof disgruntled employeesand, for this  
example,we assume a value of 1x10-4

Then we can multiply the three components of the risk equation and calculate the risk to be $1,890 peryear
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1.35 Example BaselineRisks

Notes:

This table shows multiple baseline risk calculations and how the baseline risk can vary significantly between  
different threat-asset pairs. The first two rows are hurricane and flood hazards, while the last three rows are  
sabotage, proximity, and vehicle bomb threats. Note that the Threat Likelihood forthe natural hazards is  
much greater than the Threat Likelihood of the malevolent threats. This makes the Risk much higher for the  
natural hazards.

In a J100 assessment, you’d have to make perhaps 50 to 100 Consequence, Vulnerability, and Threat  
Likelihood calculations

That means you first have to estimate C, V, and T for 50 to 100 threat-asset pairs  

So, it’d be an understatement to say the computational demands arechallenging
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1.36 Risk and Resilience Analysis Tools

Notes:

Most folks that conduct J100 assessments use some sort of computational tool to help with the calculations.  
Here are some of your choices and there may be others.

The first is PARRE which is an acronym for Program to Assist Risk & Resilience Examination. It was developed  
by AEM Engineering and is available forpurchase. Anotherchoice is VSATwhich is an acronym for  
Vulnerability Self-Assessment Tool. It was developed by EPA and is available for free online. Both of these  
have SAFETY Act Designation, whichmeans if you use them properly,you’ll have certain liability protections.

Some risk assessment practitioners have developed proprietary spreadsheets and databases. In many cases  
these may work fine, but it’s likely that they don’t have SAFETY Act liability protections. But… if they use the  
spreadsheets to properly implement the J100 process, the J100 methodology itself has SAFETY Act designation,  
so you would probably have SAFETY Act liability protectionsanyway.

One way or another, you need a tool like one of these to support application of the J100 methodology. The  
computations are just too complicated and numerous to do byhand.

And just as a disclaimer: AWWA does not endorse a J100 software tool. This information is provided to help  
course participants research availableoptions.
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1.37 Activity (Multiple Choice, 10 points, 3 attempts permitted)

Feedback when correct:

That's right! You selected the correct response. This is the sum of repair and replacement, interim and final  

recovery,environmental remediation,lossof revenue,and regional economic impact.

Feedback when incorrect:

You did not select the correct response. Please reviewslide 33.

Notes:

Now let’s check your understandingof how to conduct a baseline risk calculation. In this activity, calculate the  
value of the baseline risk usingthe inputs in the table on the right and select the correct answer.

correct answer: b

a)Incorrect - $1,000 is incorrect. The correct answer is the sum of repair and replacement, interim and final  
recovery,environmental remediation,lossof revenue,and regional economic impact.

b)Incorrect - $110,000 is incorrect. The correct answer is the sum of repairand replacement, interim and final  
recovery,environmental remediation,lossof revenue,and regional economic impact.

c)Incorrect - $500,000 is incorrect. The correct answer is the sum of repair and replacement, interim and final  
recovery,environmental remediation,lossof revenue,and regional economic impact.

d)Correct - $11,000,000 is correct. This is the sum of repair and replacement, interim and final recovery,  
environmental remediation,lossof revenue,and regional economic impact.

Copyright 2019 American Water WorksAssociation

Published by Articulate® Storylinewww.articulate.com

Copyright 2019 American Water Works Association

1.38 Resilience

Notes:

Now let’s discussresilience. There are a variety of definitionsforresilience. This is the definition thatJ100  
uses.

“Resilience is the ability to withstand an unwantedthreat event while maintainingservice or, if that is not  
possible, torestore service very quickly”

J100 includestwo differentwaysto lookat resilience: Threat-assetpairresilience andUtility Resilience Index.

Threat-assetpair resilience assessesthe resilience of a single threat-assetpair, whereasUtility Resilience Index  
assessesoverall utility resilience byevaluatingoperational and financial indicatorsthat influence resilience
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1.39 Threat-Asset Pair Resilience

Notes:

This is the equation for Threat-AssetPairResilience.Duration × Service Denial × Vulnerability×Threat  
Likelihood.

Resilience is expressed in terms of dollars per year (loweris better), Duration = time period of service denial in
days, Service Denial = amount of service denied in gallons per day, and Vulnerability and Threat Likelihood are
the same terms from the Riskequation.

Threat-assetpair resilience is the ability to withstand an unwanted threat event while maintainingservice or,  
if that is not possible, to restore service very quickly.A fully resilient assetwould have no service outage risk;  
whereas an asset lacking in resilience could have a substantial risk of service outage. This calculation is very  
useful, because in an analysis containing many threat-asset pairs, some of which are critical to continuity of  
service and some not, it is useful to identify which threat-asset pairs contribute most to the overall service  
delivery failure. Note threat-asset pairresilience can be improved by through redundancy and response  
procedures.
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1.40 Utility ResilienceIndex

Notes:

The second way to look at resilience is usingthe Utility Resilience Index. URI is a decision support tool that can  
help a utility benchmark and monitor their overall capacity to respond to disruptive events. It used two  
categories of indicators.

Operational indicators reflect the tactical capacity of the utility to react quickly and cope with various  
incidentsthat have the potential to disruptservices,and

Financial indicators reflect the fiscal capacity of the utility to react quickly and cope with various incidents  
that have the potential to disrupt revenue andimpact costs.
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1.41 URI Indicators

Notes:

These are the URI Operational and Financial RiskIndicators.

Operational Risk Indicators include suchthingsas:

Does the utility have an Emergency Response Plan (ERP)

Do they use the National IncidentManagement System

Have they entered into Mutual aid agreements

Do they have Emergency powerfor critical operations

What is theirability to meet minimumdaily demand during an emergency

Do they maintain a bench stock of critical parts and equipment

How resilientare their critical staff

Financial Risk Indicators include suchthingsas:

Do they have a BusinessContinuityPlan

What is the Utility’s Bond Rating

Have they done a GASB 34 Assessment

What is the Median Household Income of thecommunity

What is the unemploymentrate inthe community
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1.42 URI CalculationSheet

Notes:

This is a screen capture of a partial URI calculation sheet. As you can see, the various indicators are scored  
based upon how well the utility is considered to be doing in each functional area. The higher the total URI  
value, the greater the estimated utility resilience. What’s important is to review where opportunitiesexistto  
improve resilience in the various categories. If the performance level fora given indicator is low, what can be  
done to improve it so we can increase the overall URI? For example, if a utility is not part of a mutual aid  
program like WARN, then joining a mutual aid group would improve the score in that functional area. If the  
utility has neverexercised theiremergency response plan, then conducting periodicexercises would improve  
the score in that area, and increase the overall URI score.

Published by Articulate® Storylinewww.articulate.com

1.43 Knowledge Check 1 (Multiple Choice, 10 points, 3 attempts permitted)

Correct Choice

Previous CIPprojects

X Media reports

Previous legalfees

The duration that customers arewithoutwater

Published by Articulate® Storylinewww.articulate.com

Feedback when correct:

That's right! You selected the correct response. Media reports are not a good source of consequence costs

Feedback when incorrect:

You did not select the correctresponse.

Notes:

Correct answer: b

a) Incorrect - PreviousCIP projects is a potential source of consequence costs

b) Correct - Media reports are not a good source of consequence costs

c) Incorrect - Previous legal fees are a potential source of consequence costs

d) Incorrect - The duration that customers are without water is a potential source of consequencecosts

Copyright 2019 American Water WorksAssociation

Copyright 2019 American Water Works Association

1.44 Knowledge Check 2 (True/False, 10 points, 2 attemptspermitted)

Correct Choice

X True

False

Feedback when correct:

That's right! You selected the correct response. Loss of revenue from tourism is a potential regional economic  

impact that would be considered during a J100 riskassessment.

Feedback when incorrect:

You did not select the correctresponse.

Notes:

Correct answer: a

True is correct. Loss of revenue from tourism is a potential regional economicimpact that would be  
considered during a J100 riskassessment.

False is incorrect. Loss of revenue fromtourism is a potential regional economicimpact that would be  
considered during a J100 riskassessment.
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1.45 Knowledge Check 3 (Multiple Choice, 10 points, 3 attempts permitted)

Correct Choice

a. Operationalindicators, suchas backuppower

b. Political indicators andtouristrevenue

c. Financial indicators, suchas bondrating

d. Both a &b

X e. Both a &c
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Feedback when correct:

That's right! You selected the correct response.

Feedback when incorrect:

You did not select the correctresponse.

Notes:

Correct answer:e

a) Incorrect- Operational indicators, suchas backup poweris true, but it is a partialanswer. Answere) is mostcorrect.

b) Incorrect- Political indicators andtouristrevenuewouldnotbeconsidered in URI

c) Incorrect- Financial indicators,suchas bondrating is true, but it is a partial answer. Answer e) is mostcorrect.

d) Incorrect- Both a & b is incorrect, becauseb) wouldnot beconsideredin URI

e) Correct - Both a & c is the mostcorrectanswer
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.46 Closing

Notes:
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